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1. Tepmunsl u onpeneneHus

[lepconanbubie manusie (I1JJn) - mobas uHpOpMaIus, OTHOCAMIASACS K MPSMO WM KOCBEHHO
OTIpeIeTICHHOMY HJIU orpesienisieMoMy duszmueckomy auiny (cyobekty I1/1H).

Omneparop - rocydapCTBEHHBIM OpraH, MyHHUIMIAJIbHBIA OpraH, IOPUAMYECKOE WM (pu3ndeckoe
JIMI0, CAMOCTOSITEIBHO MM COBMECTHO C JPYTMMHU JIMIIAMHU OPTraHU3YIOLIME U (MJIM) OCYLLECTBIISIOLINE
o06pabotky I1JIH, a Takxke onpenenstomue nenu oopadorku [1/1x, cocra 11, mognexamux o6paboTke,
neictBus (oneparun), coepiuaemsie ¢ [1/1H.

O6pabotka IIJIn - moboe aeiicTBue (omeparus) WIM COBOKYITHOCTh JCHCTBUIN (Orepariuii),
COBEpIIAEMbIX C HCIIOJIb30BAaHUEM CPEJCTB aBTOMATH3AIlMM WM O€3 HMCIIOJIb30BAaHHs TAaKUX CPEICTB C
[111, Bxuitouass cOop, 3amuch, CHCTEMAaTH3allMI0, HAKOIUIEHWE, XpaHEHHe, YTOYyHeHHe (OOHOBJIECHHE,
U3MEHEHHUE), W3BJICUEHHUE, HCIOJb30BaHUE, Iepenady (pacnpocTpaHEHHUE, IPENOCTAaBIECHUE, JIOCTYI),
o0e3nuunBaHue, OJIOKMpOBaHue, yaaneHue, yuuuroxenue [1/1H.

ABTtomatusupoBaHHas oopabdortka [1/1H - o6pabotka I1/IH ¢ moMOILIBIO CPEACTB BHIYMCIUTEILHON
TEXHUKH.

Pacnpocrtpanenue I1/11 - neiicTBus, HanpaBileHHbIE HAa packpbiThe I1/H HeonpeaeleHHOMY KpyTy
JULL.

IIpenocrasnenue [1/1H - neicTBys, HanpaBiIeHHbIE HA packpsiThe [1/IH onpeneneHHOMy IUIly WIH
ONPEIECTICHHOMY KpPYTY JIMII.

bnokupoBanue [1/In - BpemenHoe mnpekpaiieHue odpadotku II/H (3a HCKIIOUEHUEM Cilydaes,
eciu o0paboTka HeoOxoauma it yrouHenus [1/{H).

Yuunuroxenue [1/IH - nelicTBUA, B pe3ybTaTe€ KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM BOCCTAHOBUTD
conepskanue [1/ln 8 UCII[IH u (uam) B pe3yabTaTe KOTOPBIX YHUYTOXKAIOTCS MaTepuUaibHble HOCHUTEIU
[TH.

O6e3nmuuuBanue II/In - neilcTBus, B pe3yibTaTe KOTOPHIX CTAaHOBHUTCS HEBO3MOXHBIM 0Oe€3
WCIIOJIb30BAaHUsl JIOTIOJTHUTEIbHOW HH(OpPMaMKM ONpeneNuTh NpUHAANeKHOCTh IIJ[H KOHKpeTHOMY
cyosekty [1/1H.

Tpancrpannunas nepenada [/l - nepenaya [1/IlH Ha TEppUTOPUIO MHOCTPAHHOTO TOCYAApCTBA
OpraHy BJIACTH MHOCTPAHHOTO TOCYJapCTBa, MHOCTPAHHOMY (DHM3MYECKOMY JHIy WJIM HHOCTPAHHOMY
IOPUANYECKOMY JIUILY.

2. HazHauyeHue u mpaBoBasi OCHOBA JOKyMEHTa

[Torutuka MyHHUIUNANBHOTO OIOJKETHOTO JIOIIKOJIBHOIO 00pa3oBaTEIbHOTO  YUPEKACHUS
nerckuit cax Ne37 (manmee mo Texcty — llonuTuka) ompernenser cUCTeMy B3IJISIIOB Ha MpoOieMy
oOecnieuenus 6e3zonacHoctd I1/IH u mpezacraBnseT co0oil cUCTEMaTU3UPOBAHHOE U3JIOKEHUE IieNiel U
3a/1a4 3allMThl, KaK OJHO WJIM HECKOJBbKO MPaBUJI, IPOLENYP, MPAKTUUECKUX MPUEMOB U PYKOBOJISIIHNX
MIPUHITUIIOB B 001acTH MHPOPMAIIMOHHON 0€30MacHOCTH, KOTOPHIMHU pykoBoAcTBYyeTcss MBIOY Ne37 B
CBOEH JEATENbHOCTH, a TAKKE OCHOBHBIX MPUHIIUIIOB MOCTPOEHHUS, OPTaHU3AI[MOHHBIX, TEXHOJIOTUYECKUX
U TIPOLEAYPHBIX aClIEKTOB o0ecrieueHus: 6e30MacHOCTH HH(DOPMALIUH.

3akoHomaTenbHOW OCHOBOM Hacrtosgmed [lomutuku sBasoress Koxcturyims Poccuiickon
Oenepanmu, ['paxaanckuii, YTroaoBHbIA Kojekchl, Denepanbubiii 3akoH oT 27.07.2006 Neo 152-®3 «O
NEepCOHANBHBIX JaHHBIX», DenepanbHblii 3ak0oH PO ot 27.07.2006 Ne 149-03 «O6 wunpopmanmu,
WH(OPMALIMOHHBIX TEXHOJOTUSAX M 3amuTe MHpOpManumu», 3aKOHBI, YKasbl, MOCTAHOBJICHUS, APYrue
HOPMAaTHUBHBIE JTOKYMEHTHI JAEHCTBYIOIIErO 3aKoHOAATeNbCcTBa Poccuiickoin denepanuu, TOKYMEHTHI
OCTIK u ©®CBb Poccun.

Ucnonp3oBanne naHHo# [ToMMTHKH B Ka4eCTBE OCHOBBI JIJI MOCTPOEHUSI KOMITJIEKCHON CUCTEMBI
uHpopmanroHHoi OezonmacHocty uHPopmanuu MBJIOY Ne37 mo3BOMUT ONTHUMU3MPOBATH 3aTPaThl Ha
ee MOCTPOECHHE.

[Tpu pazpabotke [ToMUTUKN YIUTHIBATHCH OCHOBHBIE TPUHIIUITBI CO3JaHUS KOMIUIEKCHBIX CHCTEM
obOecrieueHnss 0e€30MacHOCTH HWHGPOPMAIMK, XapaKTEPUCTHKA W BO3MOXXHOCTH OpPTaHU3AI[MOHHO-
TEXHUYECKUX METOJIOB U COBPEMEHHBIX aIMapaTHO-IIPOrPAMMHBIX CPEJICTB 3aIUTHl U MIPOTUBOICUCTBUS
yrpo3am 0e301acHOCTH HH(OpMaInH.

OcHoBuble monokeHUst IloauTuku Oa3upyroTcsi Ha KaueCTBEHHOM OCMBICICHMH BOIIPOCOB
0e3onmacHOCTH MH(POPMAIIUKA U HE 3aTPAruBarOT BOMPOCOB 3KOHOMHYECKOTO (KOJUYSCTBEHHOTO) aHAIM3a
PHUCKOB U 000CHOBaHUS HEOOXOJMMBIX 3aTPaT HA 3aIUTY WH(POPMAIIHH.

3. OcHOBHBIMH 00BEKTaMH cucTeMbl Oe3omacHocTH nHbopmaru B MBJIOY Ne37 sBnsroTcs:
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— UH(OpMAIMOHHBIE pEecypchl C OrpaHMYEHHBIM JOCTynoM, coaepxamue [IJlH u
COIMYTCTBYIOLYI0 HMH(OpPMAIMIO, HE COCTaBISAIONIYI0 TOCYJapCTBEHHYIO TailHy, B TOM YHCJIE O
POIMBIINXCSA M 3aPETHMCTPUPOBAHHBIX IO MECTY JKUTEIHCTBA O0YJAIOLINXCS, @ TAK)KEe CBEACHUS 000 BCex
sTanax oOy4eHus JAeTei;

— mpouecchl 00paboTku HMHPOpManuu B UHPOpManMOHHBIX cucteMax MBJIOY  Ne37,
MH(OPMALMOHHbBIE TEXHOJOTHH, PETJIAMEHTHI U MpOoUeaypsl cOopa, 00pabOTKH, XpaHEHUS U Nepeaadu
nH(pOpMalnY, IepPCOHAIl TOJIb30BaTENIel CUCTEMBI U €€ 00CTYKUBAIOIIUN IEPCOHAIT;

— uHbOpMAMOHHAA WHQPPACTPYKTypa, BKIIOYAIONIAs CHUCTEMBl 00pabOTKM W  aHanM3a
nHpOpMaLNY, TEXHUYECKHE U MIPOrpaMMHBIE CPEICTBa €€ 00paboTKH, mepeaayn U OTOOPaXEHUS, B TOM
qyclie KaHalbl WH(OPMAlMOHHOIO OOMEHa W TEJICKOMMYHHUKAIIMHM, CHUCTEMbl U CPEACTBA 3alUTHI
uHpopManuu, OOBEKTHl U MOMENIEHHs, B KOTOPBIX PACIOIOXEHBl TEXHHUYECKHE CpeAcTBa 0OpaboOTKH
nHpopMaIuu.

4. VHTepechl 3aTparuBaeMbIX CyObEKTOB HH(POPMALIMOHHBIX OTHOLICHUH

CyObektamMu WHOOPMAIMOHHBIX OTHOIICHWH NpH obecreueHnn O€30mMacHOCTH HHGOpPMAIIH
MBJIOY Ne37 aBnsttoTcs:

— MBJOY Ne37, kak coOCTBEHHHK WH(MOPMAIMOHHBIX PECYpPCOB U TEXHUYECKHX CPEACTB
00paboTka nHpOpMAIIHH;

— CyOBeKThl NEepCOHANBHBIX JAaHHBIX, B TOM YHCIIE POJWBIIMECS M 3apETUCTPUPOBAHHBIE IO
MECTY JKHTEJIbCTBa (00yUaromuecs).

[lepeuncnennsie cyObeKThl HHPOPMAIIMOHHBIX OTHOIICHUN 3aMHTEPECOBAHBI B 00ECIICUCHHH

— CBOEBPEMEHHOTO JIOCTYIa K He00X0uMon HH(POpMaIuH (ZOCTYITHOCTD);

— JIOCTOBEPHOCTH (TIOJIHOTBI, TOYHOCTH, a/IeKBaTHOCTH, LIEJIOCTHOCTH) UH(POPMALIIH;

— KOH(MUICHIUATHLHOCTH (COXpAHECHHS B TailHe) HHPOPMAIIHH,

— 3aIIUTHI OT HABS3bIBAHUS MM JIOKHOM (HEOCTOBEPHOM, HCKaXKEHHOI ) HH(OpMaIInu;

— pasrpaHUYeHHUs] OTBETCTBEHHOCTH 3a HapyIIeHHs WX TMpaB (MHTEPECOB) U YCTAHOBJICHHBIX
MpaBujI oOpaIieHus ¢ HHPOPMAIIHECH;

— BO3MOYKHOCTH OCYIIECTBJIICHHS HEMPEPBIBHOTO KOHTPOJS W YHPaBICHHS MPOIECCAaMH
00paloTKu U nepeaayu HHPopMaIum;

— 3alMThl UHQOPMAIMK OT HE3AaKOHHOTO PaclpoOCTPaHEHMS.

4.1. llemu 3anuThI

OCHOBHOMH 11€JIbI0, Ha JIOCTH)KCHUE KOTOPOW HAIpaBIICHBI BCE MOJIOXKEHUs HacTosmen [Tonmutukwy,
ABJISIETCA 3alInTa CyObeKTOB MH(opMarmoHHbIX oTHOmEHUH MBJIOY Ne37 0T BO3MOXHOTrO HaHECEHHUs
UM MaTepHaJIbHOTO, (PU3MUYECKOr0, MOPAIBLHOTO WJIM WHOTO ymiepda, MOCPENCTBOM CIy4ailHOTO WIIN
IpeJHAMEPEHHOT0 BO3/IeHCTBUS Ha MHPOPMALIHIO, MX HOCUTEIH, IPpoIiecchl 00pabOTKH U MepeiadH.

VYkazaHHas IeNb JOCTHTAeTCs MOCPEICTBOM OOeCHeueHHs W TOCTOSHHOTO TOJIepPKaHuUs
CIIEAYIOIINX CBOMCTB HH(pOpMAILIUU:

— JOCTYITHOCTH  JUIsi  JIETANBHBIX  MOJIb30BaTele  (yCTOMYMBOrOo  (yHKIMOHHPOBAHUS
nHpopmannoHHbIx cucteM MBJIOY Ne37, mpu KOTOPOM IMOJIb30BaTEIN UMEIOT BO3MOXKHOCTh MOTY4YEHUS
HE00X0AMMOI HHPOPMAIIUY U PE3YIHTATOB PEIICHHS 3a/1a4 32 IPUEMIIEMOE JIsl HUX BpeMsi);

— LEJOCTHOCTM W ayTeHTHYHOCTH (moATBepkaeHue apropcTBa) [I/IH, XpaHUMBIX U
oOpabaTeiBaeMbIx B uHPopMannoHHbIX cucteMax MBJIOY Ne37 u mepenaBaeMoii o KaHaiaM CBS3H;

— KOHOUICHIIMATLHOCTH - COXpAaHEHUS B TallHE ONpECeNICHHON YacTh WH(POPMAIINU, XPaHUMOH,
oOpabaTsIBaeMOM 1 TepejaBaeMoi 10 KaHajIaM CBSI3H.

HeoGxoauMmpblii  ypoBEeHb JTOCTYIHOCTH, LEJIOCTHOCTH M KOH(PHIECHIMAIBHOCTH HH(POpPMALUU
o0ecreYnBaeTCcsl COOTBETCTBYIONIMMH MHOXECTBY 3HAUUMBIX YTPO3 METOJAAMHU U CPEICTBAMH.

4.2.  OCHOBHBIE 33/1a4U CHCTEMBI 0OecreueHus: 6e30MmacHoCTH HHHOPMAIUU

Jise MOCTMKEHUsT OCHOBHOW IIETM 3allMThI M OOECTeueHHs yKa3aHHBIX CBOMCTB HH(OpMAaIUu
cucrema oOecrnedeHus uHpopMaimonHoi Oe3zomacHoct MBJIOY Ne37  ngomkna obecnedmBaTth
3¢ pexTUBHOE peIIeHHE CIEAYIONNX 3a/1a4:

— CBOGBPEMEHHOE  BBISBJIEHHE, OIIGHKa W  I[POTHO3MPOBAaHME  HCTOYHHUKOB  YIrpo3
MH(POPMALIMOHHON 0€30MacHOCTH, NPUYMH M YCIOBHH, CHOCOOCTBYIOIIMX HAHECEHHUIO yiiepOa
3aMHTEPECOBAHHBIM  CyOBbEKTaM  HMH()OPMAIIMOHHBIX  OTHOLIEHUHM, HApYIICHUIO  HOPMaJIbHOIO
(GyHKIMOHUPOBAHUS HH()OPMAITHOHHBIX CUCTEM;

— CO3[laHUE MEXaHU3Ma OMNEePAaTUBHOTO pearpoBaHUs Ha Yrpo3bl 0e30macHOCTH MHGOpMaluu U
HEraTUBHbIE TEHICHINH;



— CO3[IaHUE YCJIOBHM /1711 MUHUMHU3ALWHU U JIOKAJIM3allUd HAaHOCUMOTO yIliepoa HepaBOMEPHBIMU
NeHCTBUAMH (PU3MUECKUX M IOPUAMYECKUX JIHUI, OclabjieHue HEraTHUBHOIO BJIMSHHUS U JIMKBUAALUA
MOCTIEICTBUI HapyleHus: 0€30macHOoCTH HH(opMaIy;

— 3alIUTy OT BMENIATEIbCTBA B IHpolecc (QYHKUMOHHUPOBAHUS HH(DOPMALMOHHBIX CUCTEM
MIOCTOPOHHUX JIUII (AOCTYI K HHPOPMAIMOHHBIM pecypcaM JOJIKHBI UMETh TOJIBKO 3aperuCTPUPOBAHHBIC
B YCTAHOBJIEHHOM IOPS/IKE I0Jb30BaTENHN);

— pasrpaHuyeHHe JOCTYIa MOJb30BaTeNel K MHPOPMAIIMOHHBIM, allapaTHbIM, IPOTPAMMHBIM U
uHbIM pecypcam MBJIOY Ne37 (BO3MOKHOCTBH JAOCTyIa TOJBKO K TEM PECypcaM M BBIITOJTHEHUS TOJIBKO
TeX Omepanii ¢ HAUMH, KOTOpble HEOOXOAMMBbI KOHKPETHBIM TOJb30BATENISIM JUIS BBITIOJTHEHUS CBOMX
CIIy>keOHBIX 003aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOT'O AOCTYIIA;

— olecrnieueHne ayTeHTH(PHUKAIMK TOJIH30BATENEH, YIaCTBYIOIIMX B WH(POPMALMOHHOM OOMEHE
(moaTBepIKACHNE MOATMHHOCTH OTIIPABUTEINS U TOTydaTelisi HHPOPMAaLUN);

— 3aIIUTy OT HECAHKIMOHUPOBAHHOM MOAM(PHUKAIUU HCIONb3YEMbIX B HH()OPMALMOHHBIX
cucremax MBJIOY No37  mporpamMMHBIX CpEACTB, a TakKe 3alUTy CUCTEMbl OT BHEAPEHUSA
HECaHKLMOHUPOBAHHBIX NPOTPaMM, BKJIOUasi KOMIIBIOTEPHbBIE BUPYCHI;

— 3amuTy uHGOPMaMK OTPAHUYEHHOTO MOJIb30BaHMs OT YTEUKU MO TEXHUYECKUM KaHajaM IMpH
ee 00paboTKe, XpaHEHUH U Mepeiaye 1Mo KaHalaM CBS3H.

4.3. OCHOBHBIE ITYTH PEIICHHUS 3a/1a4 CHCTEMBbI 3aIIHTHI

[locTaBineHHbIE OCHOBHBIE LIEJIM 3aAIIMUTHI U PEIICHUE NTEPEUUCIICHHBIX BBIILIE 33]1a4 JTOCTUTAIOTCA:

— CTPOTMM Y4Y€TOM BCEX MMOAJIEXKAIUX 3aIIUTE pecypcoB HH(OpManMoHHBIX cucteM MB/IOY
Ne37  (undopmanmu, 3amay, JOKYMEHTOB, KaHAJIOB CBSI3U, CEPBEPOB, aBTOMATHU3WPOBAHHBIX PabOYMX
MECT);

— JKypHaJIMpPOBaHUEM JIEHCTBUI MEpCOHAa, OCYIIECTBIISIONIET0 00CTyKUBaHUE U MOU(DUKAIIUIO
MPOrPaMMHBIX U TEXHUYECKUX CPEICTB MH(GOPMAIIMOHHBIX CUCTEM;

— TMOJHOTOM,  pealbHOM  BBIIOJHUMOCTBIO M HENPOTUBOPEYMBOCTbIO  TpeOOBaHUI
OpraHU3alMOHHO-PACTIOPATUTENBHBIX TOKyMeHTOB MBJIOY  Ne37 o BoOIpocaMm olecreueHus
6e30macHOCTH HH(pOPMaLINY;

— MOATOTOBKOW JOJDKHOCTHBIX JIMII (COTPYAHHMKOB), OTBETCTBEHHBIX 3a OpraHU3alUI0 U
OCYIIIECTBJICHUE TMPAKTHUYECKUX MEpONpusTHil 1o obecrneuenuro Oe3zoracHoctu [IJIH m mporeccoB ux
00paboTKu;

— HAJCIICHUEM KaXJO0ro COTPyIHHUKA (TIOJI30BATENsI) MHUHUMAJIbHO HEOOXOJAUMBIMU IS
BBIIIOJTHEHUSI MM  CBOUMX  (YHKIMOHAIbHBIX O0SI3aHHOCTEH MOJHOMOYMSMH MO JOCTymy K
nHpopMaMoHHbIM pecypcam MBJIOY Ne37,

— YEeTKUM 3HaHHMEM U CTPOTMM COOJIIOJIEHHEM BCEMU IOJIb30BATEISIMU HHPOPMAIIMOHHBIX CUCTEM
MBJIOY  Ne37 TpeOOBaHUN OpPraHU3AIMOHHO-PACTIOPSAIUTEIBHBIX JOKYMEHTOB IO BOMpPOCaM
obecriedeHus: 6e30MacCHOCTH HH(POPMALINY;

— TEepPCOHAJIbHOW OTBETCTBEHHOCTHIO 332 CBOU JIEHUCTBUS KaXKJIOTO COTPYJHHUKA, B PaMKaX CBOUX
(GYHKIMOHATIBHBIX 0053aHHOCTEHN UMEIOIIero A0CTyN K HHpopMamoHHbIM pecypcaMm MBJIOY Ne37;

— HEMpPEpPbIBHBIM  MOJJIEpKAHUEM  HEOOXOAMMOIO  YpOBHS  3allMIIEHHOCTH  AJIEMEHTOB
MH(OPMALIMOHHON CPEJIBI;

— IpUMEHEHHEeM (U3MYECKUX W TEXHHYECKHUX (TMPOrpaMMHO-ANMAPaTHBIX) CPEACTB 3allUThl
PECYPCOB CUCTEMBI U HEMPEPBIBHON aJIMUHUCTPATUBHOMN MOJAEPKKON UX UCIIOIb30BaHMS;

— 3(PexTUBHBIM KOHTpPOJIEM HaJl COOJIIOJIEHUEM T0JIb30BATENIMU HHPOPMAIIMOHHBIX PECYpPCOB
TpeboBaHull o obecredeHno 0e30nacHOCTH UH(POPMAIUH;

— topuaudeckoil 3amurtoil umHTepecoB MBJIOY Ne3d7  mpu B3auMOAEMCTBUU C BHEUIHUMU
OpraHu3alusIMH (CBA3aHHOM ¢ 0OMEHOM MH(OpMaIueil) OT MPOTUBONPABHBIX JIEHCTBHMA, KaK CO CTOPOHBI
ATUX OpraHu3alui, TaKk U OT HECAHKIIMOHUPOBAHHBIX JEHCTBHUI 0OCITYKUBAIOIIETO MEPCOHANA U TPETHUX
T,

5. Iloctpoenne cucrembl, obOecmedeHue OezomacHoctd uHGopMmarumun MBOY Ne37 wu ee
(YHKIIMOHMPOBAHUE JOJDKHBI OCYIIECTBIATBCA B COOTBETCTBHM CO  CJIEAYIOIIMMH OCHOBHBIMHU
MIPUHLUIIAMH:

5.1.  3akoHHOCTH

[Ipenmonaraer ocyiiecTBICHHE 3alUIUTHBIX MEPONPUATUN U pa3pabOTKy CHUCTEMBbI 0€30MacHOCTU
unpopmanuun MBJIOY Ne37 B cOOTBETCTBHH C JCHUCTBYIOIIMM 3aKOHOJATEIHCTBOM B OOJACTH 3alllUTHI
nHpopManuu, a TakkKe IPYyruxX 3aKOHOJATENbHBIX aKTOB 10 Oe3omacHoctH uHpopmanuun PD, ¢
MIPUMEHEHHEM BCEX JJO3BOJIECHHBIX METO0B OOHAPYXEHHS U MPECEUECHHUs IPaBOHAPYLICHUH IpU paboTe ¢



nHpopmanuei. [lpunareie wmepsl Oe3omacHoctd [IJ[H He MODKHBI TPEMSATCTBOBATH  JIOCTYITY
IIPaBOOXPAHUTENBHBIX OPIraHOB B IPEyCMOTPEHHBIX 3aKOHOAATEIBCTBOM CIIydasX.

Bce nmonp3oBaTen  MHQPOPMALMOHHBIX  CHUCTEM  JIOJDKHBI HMMETh  HPEJCTaBICHHE 00
OTBETCTBEHHOCTH 32 MPABOHAPYILIEHUS B 00JaCTH 3alIUTHI HH(POPMALIUH.

5.2. CucreMHOCTh

CHuCTeMHBI TOIXOJ K TIOCTPOCHHIO CHUCTeMBbl 3ammuTbl uHopmamuu B MBJOY Ne37
IIpEeIoaracT y4eT BCEX B3aMMOCBS3aHHBIX, B3aMMOJCHCTBYIOIIUX M M3MEHSIOUIMXCA BO BPEMEHHU
3JIEMEHTOB, YCIOBHM M (DaKTOpOB, 3HAYMMBIX JJISi TOHUMAHHUA W pEHIeHUs HpoOieMbl obecreueHus
0e30macHOCTH HH(POPMAIIHH.

ITpu co3nanum cuCTEMBI 3aIIUThI JOKHBI YUUTBHIBATHCS BCE cialble M HauboJee ysI3BUMbIE MECTa
MH(POPMAIIMOHHBIX CHCTEM, a TaKKe XapakTep, BO3MOXKHbIE OOBEKTHI M HANpPaBICHHUS aTaKk Ha Hee CO
CTOPOHBI HapyHuTenen (0COOEHHO BbICOKOKBATM(UIIMPOBAHHBIX 3JI0YMBILIIICHHUKOB).

Cucrema 3alUThl JIOJDKHA CTPOUTBCS C YYETOM HE TOJBKO BCEX W3BECTHBIX KaHaJOB
IIPOHUKHOBEHUS M HECAHKIIMOHHUPOBAHHOIO JOCTYyNa K MH(MOPMALUU, HO U C YYETOM BO3MOKHOCTH
MOSIBJICHUSI IPUHLIMIINAIFHO HOBBIX IyTeH pean3ay yrpo3 6€30MacHOCTH.

5.3. KomruiekcHOCTh

KommuiekcHOe  HCIIONIb30BAHME METOAOB U CPEACTB  3aIMTHl  KOMIBIOTEPHBIX CHCTEM
IIPeIoJIaracT COrjJacOBaHHOE IPUMEHEHUE Pa3HOPOIHBIX CPEICTB IIPU IOCTPOCHUH LIETIOCTHON CUCTEMBI
3alUThl, IEPEKPHIBAIOLIEH BCE CYIIECTBEHHbIE (3HAUMMBbIE) KaHAJIbl peajli3ally YIpo3 U HE cojeprKalien
clIabbIX MECT Ha CTBIKAaX OTJENbHBIX €€ KOMIIOHEHTOB. 3allluTa JOJKHA CTPOUTHCS SILIEJIOHHPOBAHO.
Buemnsas 3ammra  gommkHa o0OecrieuyMBaThCS  (PU3MYECKHMMH  CPEICTBAMH, OpPTaHM3AlMOHHBIMH U
IIPaBOBBIMU MEPAMHU.

5.4. HenpepbIBHOCTb 3alllUTHI

Obecneuenune 6e30MacHOCTH MH(GOPMALIMU - TPOIIecC, OCYIIECTBIsIeMbIi pykoBoacTBoM MB/IOY
Ne37, ammunmcTparopom 6e30nmacHOCTH HH(DOPMAIMK ¥ COTPYAHUKAMHU BCEX YPOBHEU. DTO HE TOJBKO H
HE CTOJIBKO MPOLEypa WIH ITOJIUTHKA, KOTOPask OCYILECTBISAETCS B ONPEACICHHBIA OTPE30K BPEMEHU WU
COBOKYITHOCTb CPEJICTB 3alllUThl, CKOJIBKO MPOLIECC, KOTOPbII JOKEH MOCTOSIHHO MJITH Ha BCEX YPOBHSX
BHyTpu MBJIOY Ne37 wm kaxknplli COTPYIHUK JOJDKEH HPUHMMATh Y4acTUE B OJTOM IIPOLECCE.
HlestenpHOCTh 1O oOOecreueHu0 HH(OpPMAallMOHHOW O€301acHOCTH  SBJIAETCS COCTaBHOW YacCThIO
noBceHeBHOH nesarenbHocTH MBJIOY Ne3d7. U ee 3¢ ¢deKTUBHOCTh 3aBHCUT OT Y4acTHsl PYKOBOJICTBA
MBJIOY Ne37 B obecneyeHnu HHGOPMAITHOHHON 0€3011aCHOCTH MH(GOPMAITIH.

Kpome TOro, G0NbIIMHCTBY (PU3MUECKUX M TEXHUYECKHUX CPEICTB 3alMThl I 3()(HEKTUBHOTO
BBITIOJTHEHUSI CBOMX (YHKIMH HeoOXoJuMa TIOCTOSIHHAs OpraHU3alMoHHAs (aJAMHHHUCTpATHBHAs)
HoJiIepKKa (CBOEBpEMEHHasi CMeHa W oOeclieYeHue MPaBHJIBHOIO XPaHEHUS M NPUMEHEHHs HMEH,
napoJsiei, nepeomnpeneieHue nojaHoMouui u T.1.). [lepepbiBel B paboTe CpeaCTB 3alUTHl MOTYT OBIThH
UCIIOJIb30BaHbl 3JIOYMBIIUIEHHUKAMM U1l aHalIW3a IPHUMEHSEMBIX METONOB M CPEACTB 3alIUTHI, AJIS
BHEJPEHHUS CIELMATIbHBIX MPOrPaMMHBIX M amnMapaTHBIX "3aKiaaloK" U JPYTHX CPEICTB MPEOoJI0JICHUS
3aIUTHI.

5.5. CBOEBpPEeMEHHOCTh

[Ipeamonaraer ynpexaaooumil xapaktep Mep odecrieueHus: 6e30nacHOCTH MHPOPMAIUH, TO €CTh
MIOCTAHOBKY 33/Jad M0 KOMIUIEKCHOM 3aluTe HHPOpMAIMU U peaju3aluio Mep oOecnedeHus
6e30macHOCTH MH(GOpPMAIMM HA PAaHHUX CTaAUAX pa3pabOTKU MH(OPMAIMOHHBIX CUCTEM B LIEJIOM M UX
CHCTEM 3alllUThl, B YACTHOCTH.

Pa3paboTka cucTeMbl 3aIIMThl JOJDKHA BECTUCH MapallieIbHO ¢ pa3pabOTKON U pa3BUTHEM CAMHUX
3alUIIAeMbIX HMH(OPMAIIMOHHBIX CHCTEM. OTO TMO3BOJIUT Yy4YecThb TpeOOBaHHUS O€30MacHOCTH MpU
MPOEKTUPOBAHUN APXUTEKTYpPhl M, B KOHEUHOM cueTe, co3aarh Oosee 3¢ ¢ekTuBHbIE (Kak MO 3aTparam
PECYPCOB, TaK U MO CTOMKOCTH) CUCTEMBI, 00J1a/1at0IIHe JOCTATOYHBIM YPOBHEM 3aIIUILIEHHOCTH.

5.6. IlpeeMCTBEHHOCTb M COBEPIIEHCTBOBAHUE

[Ipenmonaraer MOCTOSHHOE COBEPIIEHCTBOBAHNE MEP U CPEACTB 3alUThl HH(OPMAaLlMU HA OCHOBE
IIPEEMCTBEHHOCTH OPraHU3alMOHHBIX M TEXHMYECKHUX pEIIeHUH, KaJpoBOIO COCTaBa, aHalu3a
¢byskuonupoBanuss uH@opManuoHHbIX cucteM MBJIOY Ne37 u cuctemMbl HUX 3alUTBl C y4ETOM
M3MEHEHMH B METO/Jax M CPEICTBaxX INepexBaTa MH(OpMAIMM, HOPMATUBHBIX TPEOOBaHMU MO 3aIlIMTE,
JOCTUTHYTOTO OT€YECTBEHHOTO U 3apy0eKHOT0 OIbITa B 3TON 00JIaCTH.

5.7. Pa3ymHasi 1OCTaTOYHOCTH (IKOHOMHYECKAS 1[EIe€CO00Pa3HOCTD)

[Ipeamonaraer COOTBETCTBHE YpPOBHS 3aTparT Ha obOecrieueHne O€30MacHOCTH HMH(POPMAINH
LEHHOCTH WH(OPMALMOHHBIX PECYpPCOB M BEIMYMHE BO3MOXKHOTO yIiiepOa OT MX pasIJalleHus, yTPaThl,
YTE€UKH, YHUYTOXKEHUS M HUCKakeHUs. lcmonb3yemble Mepbl M cpeacTBa obecriedeHus 0e30MacHOCTH



MH(GOPMALIMOHHBIX PECYPCOB HE JOJKHBI 3aMETHO YXYyJIIIaTh SPrOHOMHUYECKHE I10Ka3aTeslnd paboThI
KOMIIOHEHTOB HMH()OPMAIIMOHHBIX CHUCTEeM. M3nuiiHue Mepbl 0e30MacHOCTH, MOMHMO SKOHOMHYECKOMH
He3(PEKTUBHOCTH, MPUBOJAT K YTOMIICHUIO U Pa3ApakeHUIO IIEPCOHAIA.

Co3narp abCOMIOTHO HEMPEOJOIMMYI0 CHCTEMY 3allMThl MPUHLUUIHAIBLHO HEBO3MOXKHO. IToka
uHpopMalUsg HAXOAUTCA B OOpALEHMH, NMPUHUMAEMbIe MEpPbl MOTYT TOJIBKO CHU3UTh BEPOSTHOCTD
HEraTUBHBIX BO3JEUCTBUN WM yHiepO OT HUX, HO HE UCKIIOYMTh MX NOJHOCTHIO. IIpum mocraTouHoM
KOJINYECTBE BPEMEHM U CPEACTB BO3MOXKHO MpeojoieTh o0yt 3amury. [losToMy nmeer cmbicha
paccMaTpuBaTh HEKOTOPBIA MPUEMIIEMBIH YpOBEHb OOecrieueHus: 0e30macHOCTH. BricokodddexTrBHAS
cucTeéMa 3alIUThl CTOUT JIOPOro, MCIOJIb3YeT IpU paboTe CYLIECTBEHHYIO YacThb PECYpPCOB M MOXKET
CO3/1aBaTh OLIYTUMbIE JIONOJIHUTEIbHbIE HEY100CTBa I0Jb30BaTENIM. BaxkHO mpaBuiIbHO BBIOpATh TOT
JOCTaTOYHBIA YPOBEHB 3aIIMTHI, IPH KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOXKHOTO yiiepOa Oblin Obl
IIPUEMIIEMBIMH.

5.8.  IlepconanbHas OTBETCTBEHHOCTb

[Ipenmnonaraer BO3/10KEHHWE OTBETCTBEHHOCTH 3a obecrieyeHue O0e30MacHOCTH MH(POpMALUU U
CHCTEMBI UX 00pabOTKH Ha KaXKJI0T0 COTPYIHHUKA B IpeesiaX ero MOJTHOMOYHNA. B COOTBETCTBUM C ATHM
IPUHIUIIOM pacHpesiesieHue MpaB M O0s3aHHOCTEH COTPYAHMKOB CTPOUTCS TaKMM 00pa3oM, 4TOObI B
cilydae JIF000ro HapyIIeHHsI KpyT BUHOBHUKOB ObLI YETKO U3BECTEH UJIM CBEJIEH K MUHUMYMY.

5.9. MuHuMHU3anMs IOTHOMOYUNA

O3HayaeT NpeAoCTaBICHHUE I10JIb30BATENSIM MUHUMAJIBHBIX IpaB JOCTylla B COOTBETCTBUHU CO
cl1y>keOHOI Heo0X0qUMOCThI0. JIOCTYN K MH(POPMALIUU JOJKEH NPEIOCTABISATHCS TOIBKO B TOM CIIydae U
o0beMe, eCITH ATO HEOOXOIUMO COTPYAHUKY JUIS BBITIOJHEHUS €T0 JODKHOCTHBIX 00SI3aHHOCTEH.

5.10. Uckmouenne koH(IukTa HHTEpEcoB (pa3aeneHue QyHKIIHi)

OddexTuBHas cucrema obecriedeHHs HWHPOPMAITMOHHON OE30MACHOCTH TPEIOoaracT 4YeTKOe
paszeneHyue OO0s3aHHOCTEH COTPYIHHMKOB M HCKIIOYEHHME CHUTyalu#, Korga cdepa OTBETCTBEHHOCTH
COTPYIHUKOB JolyckaeT KOH(MIUKT uHTepecoB. Cdeppl NOTECHIUANBHBIX KOHQIUKTOB JOJKHBI
BBISIBJIATHCSl, MMHUMU3UPOBATbCS, U HAaXOJUTCA IOJ CTPOI'MM HE3aBUCHUMBIM KOHTpoJieM. Peanunzanus
JAHHOTO NPHUHLMIIA TPEArojaraeT, 4YTo HE OJUH COTPYAHMK HE [OJDKEH HMETh IIOJHOMOYMM,
MO3BOJISIIOIIMX €My €IUHOJMYHO OCYHIECTBIIATH BBINOJIHEHHE KPUTHUHBIX onepauuid. Hanenenue
COTPYJHUKOB TOJHOMOYHUSMH, TOPOXKAAOMUMU KOH(DIUKT HMHTEPECOB, JAae€T €My BO3MOXKHOCTh
MOJITACOBBIBATh HMH(OPMAIMI0 B KOPBICTHBIX MLEISAX HJIM C TeM, 4YTOOBl CKPBITh IMPOOJIEMBI WU
MTOHECEHHbIE YOBITKU. JIJIl CHH)KEHUS pUCKAa MaHUITYJUPOBaHUS HHPOpMAIE U pUCKa XUIIEHUS, TaKUe
MOJTHOMOYHS JIOJDKHBI B MAaKCHMaJbHO BO3MOYKHOW CTEMEHM OBITh Pa3/ieieHbl MEXAY pa3iuYHBIMU
COTPYJHUKAMHU WIH MOApa3/ieleHusiMu Y ipaBieHus. HeoO0xo1uMo npoBoIuTh NEpUOANYECKUE TPOBEPKU
o0s3aHHOCTEH, (PYHKIMHA U JESITEeNbHOCTH COTPYAHHMKOB, BBIMOJHSIOUIMX KIIOUEBble (DYHKIMH, C TEM,
YTOOBl OHM HE MMEJIM BO3MOXXHOCTH CKpPBIBaTh COBEpIICHHE HENMpaBOMEpHbIX neicTBuil. Kpome Toro,
HE00X0AMMO MPUHUMATh CHEMaIbHBIE MEPHI 110 HEJJOMYIIEHUIO CTOBOPA MEXKIY COTPYIHUKAMHU.

5.11. BsaumopeicTBUE U COTPYAHUUIECTBO

[Tpennonaraer coznanue OnmarompusTHON atmochepsl B komiektuBe MB/IOY Ne37. B rtakoit
O00CTaHOBKE COTPYIAHHKU JOJDKHBI OCO3HAHHO COOJIOJaTh YCTAaHOBJIEHHBIE IpaBUia M OKAa3bIBATh
cojieiicTBUE IeATENTbHOCTH aIMUHHUCTpaTopa 0€30MacHOCTH HH(OPMAITIH.

BaxupiM snemeHTOM 3 QexTHBHON cucTeMbl obecrieyeHus Oe30macHOCTH HHGOpMaluU B
MBJIOY Ne37 siBnsieTcst BbICOKast KylbTypa paboTsl ¢ uHpopmaruei. PykoBoacteo MBJIOY Ne37 necer
OTBETCTBEHHOCTh 3@ CTPOroe COONIOJICHHE STHYECKHMX HOPM U CTaHAApTOB MNPOQeCcCHOHATbHON
JESATENIBHOCTH, IOAYEPKUBAIOIIEN W JEMOHCTPHUPYIOIIEH IEpCOHAly Ha BCEX YPOBHSAX BaXXHOCThb
obecrnieuenus nHpopmanronno 6ezonacHocty MBJIOY Ne37. Bee corpynaukun MBJIOY Ne37 momxHBI
MOHMMAaTh CBOIO POJIb B Mpolecce obdecrneyeHns HHGOpMamoHHONH 0€301MacHOCTH U MPUHUMATh y4acTHe
B 9TOM mporecce. HecmoTps Ha TO, 4TO BBICOKas KyJabTypa oOecnedyeHus HH(POpMaMOHHON
0€30IacCHOCTH HE rapaHTHPYET aBTOMATHUYECKOTO IOCTHIKEHHS LeNed, ee OTCYTCTBHE CO3JaeT OoJblie
BO3MOXKHOCTEH /17151 HapyIIeHus1 0€301MacCHOCTH WM He OOHapYyXeHHs (PaKTOB €€ HapyIICHHUS.

5.12. T'mOKOCTH CHCTEMBI 3aIATHI

Cucrema obOecnieueHrss UHPOPMAIIMOHHOM 0€30MacHOCTH AOKHA OBITh CIIOCOOHA pearupoBaTh Ha
U3MEHEHUs] BHELIHEH Cpelbl U YCIOBUHM OCYILECTBIICHHs YIIPaBICHUEM CBOCH IeATEIbHOCTH. B umcio
TaKUX U3MEHEHHUH BXOIAT:

— W3MEHEHMs OPraHU3alMOHHON U ITAaTHOU CTpyKTypel MBJIOY Ne37,

— HW3MEHEHHE CYLIECTBYIOIIMX WM BHEAPEHHWE NPUHIUIHNAIGHO HOBBIX HH(POPMALMOHHBIX
CHUCTEM,;

— HOBBIE TEXHUYECKHE CPEJICTBA.



CBOMCTBO THOKOCTH CHCTEMBI oOecriedeHus] HHPOPMAIIMOHHON 0€301acHOCTH M30aBIISIET B TAKUX
CUTYaIUsX OT HEOOXOIMMOCTH TPHHSITHS KapAWHAIBHBIX MEp MO TMOJHOW 3aMEHEe CPEJCTB U METOJIOB
3aIUThl HA HOBBIE, YTO CHUXKAET €€ OOIIYI0 CTOUMOCTD.

5.13.  OTKpBITOCTh AITOPUTMOB ¥ MEXaHU3MOB 3aIIHTHI

CyTb OpUHIMIIA OTKPHITOCTH AJITOPUTMOB U MEXaHU3MOB 3aIllUThl COCTOUT B TOM, YTO 3alIUTa HE
JOJDKHA 00ECTeYMBaThCSl TOJBKO 3a CYET CEKPETHOCTHM CTPYKTYPHOM OpraHM3aldd U alrOpPUTMOB
(GYHKIIMOHUPOBAHUS €€ MOJICUCTEM. 3HAHUE aITOPUTMOB PabOTHl CUCTEMBI 3aIIMTHI HE JOJKHO J1aBaTh
BO3MOXXHOCTH €€ MPEoJoJIeHUsl (Jake aBTopam). DTO, OJHAKO, HE O3HA4aeT, yTo MHopMarus o0
HCIOJIb3YEMBIX CHCTEMax M MEXaHU3Max 3alllUThl JOJKHA OBITh OOIIEAOCTYITHA.

5.14. TlpocTtoTa NMpUMEHEHHs CPEJCTB 3aAIIUTHI

MexaHu3Mbl W METOJBI 3aIIUTHl JOJDKHBI OBITh HMHTYHTHBHO TIOHSTHBI M TIPOCTHI B
ucnonbp3oBaHuu. IlpuMeHeHne cpelcTB M METONOB 3alllUThl HE JIOJDKHO OBITh CBSI3aHO CO 3HAHHEM
CHEIMANILHBIX SI3BIKOB WJIM C BBITIOJIHEHUEM JCHCTBHM, TPEOYIONUX 3HAYUTEIBHBIX TOTOJHUTEIBHBIX
Tpyao3aTpaT npu 0OBIYHON paboTe 3aperuCTPUPOBAHHBIX MOJIB30BATENCH, a TaK)Ke HE JOHKHO TpeOoBaTh
OT TIOJIb30BATEsl BHIITOJIHEHUSI PYTUHHBIX MAJIOTIOHATHBIX €My OTIepaIuii.

5.15. OOG0CHOBAaHHOCTB M TEXHUYECKAsl PEATU3yEeMOCTh

WHpopMallMOHHbIE TEXHOJOTHH, TEXHHYECKHWE W IMPOrpaMMHBIE CpPEACTBA, CPEICTBA M MEPHI
3a1uUThl MHGOPMALIUU JOKHBI OBITh peann30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU U TEXHUKH,
O00OCHOBAaHBI C TOYKH 3pEHHs JOCTHKCHHS 3aJlaHHOTO YpPOBHS O€30macHOCTH HH(OpManuu u
SKOHOMMYECKOM 11eJ1ecO00pa3HOCTH, a TaKXke JOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOpPMaM U
TpeOOBaHUAM 10 6€30MaCHOCTH MHPOPMALIUH.

5.16. Crenuanmm3anus 1 Tpo(HecCHOHATUIM

[Ipenmonaraer mpuBiedYeHUE K Pa3pabOTKe CPEJCTB W peall3allud Mep 3alluThl MH(POpMAaIHu
CTIEIMANM3UPOBAHHBIX OpraHU3ani, HanboJee MOArOTOBICHHBIX K KOHKPETHOMY BHUY JACSITEIBHOCTH IO
obecrnieueHn0 6e30MacHOCTH MH(DOPMAILIMOHHBIX PECYPCOB, MMEIOLIUX OIBIT MPAKTUYECKOW paboThl U
rOCy/lapCTBEHHYIO  JIMIIEH3UI0O Ha INpaBO OKa3aHMsl yCJIyr B 3TOoM obOmactu. Peannzauus
aJIMMHHUCTPATUBHBIX MEP W DKCIUTyaTallus CPEJCTB 3aIIUThI JOHKHA OCYIIECTBISATHCS MPOPECCHOHAIBHO
MOJITOTOBJICHHBIMH CIIEIATMCTAMH Y IPaBJICHUS.

5.17. O06s13aTenbHOCTH KOHTPOJIS

[Ipenmonaraer 00s3aTeNbHOCT W CBOCBPEMEHHOCTH BBISBICHUS M IIPECEUEHHS] TTONBITOK
HapylIeHUs] YCTAHOBJCHHBIX TpaBWi, obOecredeHuss Oe3omacHOCTH MHGQOpManuM, Ha OCHOBE
UCTIOJB3YEeMBIX CHCTEM M CpEACTB 3allUThl WH(QOPMAIWHU, TPH COBEPIICHCTBOBAHUU KPUTEPHEB U
METO/IOB OLIEHKU 3(PPEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHTposb 3a 1esTeNbHOCTBIO JI000T0 TOIb30BaTeNs, KaKI0T0 CPEACTBA 3aIUThl U B OTHOLIEHUH
00010 00BEKTa 3aIIUTHl JOJDKEH OCYIIECTBIATHCS Ha OCHOBE NPHUMEHEHHUS CPENICTB ONEPaTUBHOIO
KOHTpPOJII W pETUCTpAlliM ¥ JIOJDKEH OXBaThIBaTh KaK HECAHKIMOHUPOBAHHBIE, TaK W
CaHKI[MOHUPOBaHHbBIE ACWCTBUS MOJIb30BATENEH.

Kpome Ttoro, s¢dextuBHas cuctema obOecnedeHUs: MHPOPMAIMOHHON O€30MacHOCTH TpedyeT
HAJINYMS a/IeKBaTHOM M BceoObeMiTioneil nH(pOpMalUK O TEKYIEM COCTOSHHM MPOILIECCOB, CBSI3aHHBIX C
IBIDKEHUEM HWH(OpMAaIi W CBEJCHHWI O COOJIIOJICHHH YCTaHOBJICHHBIX HOPMATHBHBIX TpeOOBaHHMA, a
TaKkKe JOIMOJHUTENbHON WHGOpMAIMU, MUMEIOIIEH OTHOIICHHE K MpUHATHIO pemeHui. MHpopmanus
NOJKHA OBITh HAJEKHOM, CBOEBPEMEHHOM, IOCTYITHOM U TPaBUIIbHO 0()OPMIICHHOM.

Henocratku  cuctembl  oOecrieueHHss  MHQOPMAIMOHHOW  0€30MacCHOCTH,  BBISABICHHBIE
corpyaaukamMu MBJIOY Ne37, nomkHbl HEMEIJIEHHO JTOBOIUTHCS A0 CBeAeHUs pykoBoautenss MB/IOY
Ne37 wu onmepaTuBHO ycTpaHsTbCsA. Bompochl, KOTOpble KaXyTcs HE3HAYUTENbHBIMHU, KOTJa OTAEIbHBIE
MPOIECCHl PAacCMaTPUBAIOTCSl M30JUPOBAHHO, MPH PACCMOTPEHHM WX HApSIy C APYTUMH acleKTaMH
MOTYT yKa3aTh Ha OTpHUIATENbHbIC TEHICHIINH, TPO3AIIIe MePepacTu B KPYIHbIE HEJOCTATKU, €CII OHU
He OyyT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepnl obecrieueHrss HHPOPMALIMOHHONW O€3011aCHOCTH

Bce wmepbr obOecneuenuss 6Oe3omacHocTH  MHGopManumoHHbIX cucteM  MBJIOY  Ne37
MO/IPA3AEIIAIOTCS Ha:

6.1. 3akoHomarenbHbIC (TIPABOBBIC) MEPHI 3AIIUTHI

K mpaBoOBBEIM MepaMm 3aluThl OTHOCSTCS JCHCTBYIONIUE B CTPAaHE 3aKOHBI, YKa3bl U HOPMATHBHBIC
aKThl, peryiaMeHTUPYIOIIIe paBuiia oopalieHus ¢ nHpopMaluei, 3aKpervIsioniie mpasa 1 00I3aHHOCTH
Y4aCTHUKOB HMH(OPMAIMOHHBIX OTHOIICHWH B Mpoiecce WX OOpabOTKM U HCIONB30BAaHUSA, a TaKKe
YCTaHABIIMBAIOIIME OTBETCTBEHHOCTh 3a HApyIIEHHs 3TUX MpaBuil. [IpaBoBble Mephl 3alIUTHI HOCAT B



OCHOBHOM YIIPEXKIAOIINH, TPOPHIAKTHISCKUN XapakTep M TPEOYIOT MOCTOSHHON pPa3bsICHUTEIHLHOMN
paboThI ¢ OIB30BATEISIMUA U O0CITYKUBAIOIIUM ITepCOHAIOM HH(popMarMoHHbIX cucteM MBJIOY Ne37.

6.2.  MopaJlbHO-dTHYECKHE MEPHI 3aAIUTHI

K MopanbHO-3THUYECKMM MepaM OTHOCATCS HOPMBI IIOBEJIEHHUS, KOTOpBIE TPAJULMOHHO
CJIOKHMJTUCH UJTU CKJIBIBAIOTCA 110 MEpE pachpoCcTpaHEeHUs] HH()OPMALIMOHHBIX TEXHOJIOTHIA B OOIIECTBE.
OTH HOpMBI OOJBIIEH YAaCcThIO HE SBISIIOTCA OO0S3aTENIbHBIMU, KAaK 3aKOHOJATEIbHO YTBEP)KICHHBIC
HOPMAaTUBHBIE aKThl, OJJHAKO, UX HECOOJIIOJIEHUE MOXKET MPUBECTH K MAJCHUIO aBTOPHUTETA, MPECTHKA
yenoBeka, rpymmbl jui win MBJIOY Ne37 B nenom. MopaibHO-3THYECKHE HOPMBI OBIBAIOT Kak
HenmucaHble, TaK W IHCaHble, TO €CcTb O(OPMIIEHHbIE B HEKOTOPBIA CBOJ (YCTaB) NpPaBUI WIH
npennucanuii. MopanbHO-3THYECKHE Mephbl 3allUThl SBJISIOTCA NPOQUIAKTUYECKUMH U TpeOyroT
MIOCTOSTHHOM pabOThI IO CO3/IaHUIO0 3J0POBOTO MOPAILHOTO KJIMMAaTa B KOJUIEKTHBE.

6.3. TexHoyiormueckue MEphI 3aIIUThI

K nanHOoMy BuAy Mep 3alMThl OTHOCSITCSI Pa3HOIO POJa TEXHOJIOIMUYECKUE PELIEHUS U IPUEMBI,
OCHOBaHHBIE Ha MCIIOJIb30BAHUM HEKOTOPBIX BHUAOB H30BITOUHOCTH (CTPYKTYpPHOM, (YHKIHMOHAIBHOM,
MH(POPMALIMOHHOM, BPEMEHHOM M T.N.) U HAaNpaBJICHHbIE Ha YMEHBUICHHE BO3MOKHOCTH COBEPILICHHS
COTPYJHUKAaMH OIIMOOK U HAPYIICHUH B paMKax MPEAOCTaBICHHBIX UM IIPaB U MOJTHOMOYHIA.

6.4. OpranuzanuoHHBIC (3 IMHHUCTPATUBHBIE) MEPHI 3aLUTHI

OpranuzanvoHHble (aAMUHHUCTPATUBHBIE) MEpPHI 3alUTBl - 3TO MEpPbl OPraHU3AIOHHOTO
XapakTepa, PEerjJaMeHTHPYIOIIUE MPOIEcChl (YHKIMOHHUPOBAHUS CHCTEMBI 00pa0bOTKM HH(pOpMaIuH,
UCIIOJIb30BAaHUE €€ PECypCcoB, JAEATEIbHOCTh OOCTY)KMBAIOIIEr0 TMEpCcoHala, a TaKke MOPSA0K
B3aMIMOJICHCTBHUS TIOJB30BATCIIEH C CHCTEMOH TakuM o00pa3oM, 4YTOOBI B HAWOOJbBIIEH CTEICHU
3aTPyJHUTh WM HCKIIOYUTH BO3MOXHOCTH pealM3allii yrpo3 Oe30MacHOCTH WM CHU3UTH pa3Mep
IIOTEPH B CIIy4ae UX pean3aliu.

6.5. ®opmupoBaHKE MOJUTUKH 0E30MMACHOCTH

['maBHas 1enb agMUHUCTPATUBHBIX MEp, NPEANPUHUMAEMBIX Ha BBICIIEM YIPABICHUYECKOM
ypOBHE - c(hOpMHUPOBATh MOJIUTUKY B 00JIacTU obecriedeHus: 6e30macHOCTH HH(GOpMaluu (OTPaKAIOIIYIO
MOAXOAbI K 3aIuTe MH(POpMAIMK) U O00ECNEeYUTh €€ BBINOJTHEHUE, BBIJIEISAS HEOOXOAUMBIE PECYPCHI U
KOHTPOJIMPYs COCTOSIHUE €I

C mpakTU4YeCKON TOYKHU 3PEHHS MOJIMTHKY B 00acTH obecrieueHns 6e30macHoCTH HHGOPMAITUHU B
MBJIOY Ne37 uenecooOpa3HO pa3dbuTh Ha J1Ba ypoBHS. K BepxHEMy YpPOBHIO OTHOCATCS peIICHHS
PYKOBOJCTBa, 3arparuBaromue aedreabHocte MBJIOY Ne37 B menom. [lonmutrnka BepXHEro ypoBHs
JOJDKHA YEeTKO OYepTUTh cdepy BIMSHUS M OrPAaHUYEHHs] NpPU OIpeleseHHH Ieneil 6e30macHOCTH
nH(pOpMalKH, ONPEAETUTh KAKUMU pecypcaMu (MaTepuaibHbIMU, CTPYKTYPHBIMU, OPraHU3AI[MOHHBIMH)
OHHU OyJyT NOCTUTHYTBHI, U HAUTU Pa3yMHBIH KOMIIPOMHUCC MEX/Y MPUEMIIEMbIM YPOBHEM 0€30M1aCHOCTH
1 QYHKIIMOHAJIBHOCTHIO.

[TonuTHka HMXKHETO YPOBHS, ONpPEAEIsAeT NPOLEIyphl, U MPaBUIA JOCTUKEHUS LIETEH U PEIICHUS
3a/1a4 0€301aCHOCTH MH(POpPMAIUH U JeTAM3UPYET (periiaMeHTUPYET) 3TU IIpaBUIa:

— KAaKOBbl POJM U OOS3aHHOCTH JOJDKHOCTHBIX JIMII, OTBEYAIOLIUE 3a IMPOBEACHUE IOJUTUKI
6e30macHOCTH HH(pOPMaLINY;

— KTO UMEET IpaBa JocTyna K HHQOpMAIMH, KTO U MPH KAKUX YCIOBHUSIX MOXXET YHUTaTh U
MoauduImMpoBaTh UHGOPMALIUY U T.1I.

[TonuTHKa HUKHETO YPOBHS AOJKHA:

— MpeaycMaTpuBaTh periaMeHT WH(GOPMAIMOHHBIX OTHOIIECHUH, MCKIIOYAIOIIUX BO3MOXKHOCTH
MIPOU3BOJBHBIX, MOHOIIOJIBHBIX WM HECAaHKIIMOHUPOBAHHBIX JICHCTBHI B OTHOIICHUN MH(POPMAITMOHHBIX
pecypcos;

— OMNpENENITh KOATUIMOHHBIE U MEepapXUUYECKUE MPUHIIMIBI U1 METO/Abl pa3/ieJICHUs CEKPETOB U
pasrpaHuYeHus 10CTyna K HHPOpMaIuy;

— BBIOMpaTh MPOrpaMMHO-TEXHUYECKHe (ammaparHble) cpeactBa mnpotusoaeiicteus HC/,
ayTeHTU(UKALUY, aBTOPU3aLUHU, UICHTU(DUKALNY U JIPYrUX 3allUTHBIX MEXaHU3MOB, 00€CIEUHNBAIOIINX
rapaHTUU peaTn3aliy MPaB U OTBETCTBEHHOCTH CYOBEKTOB HH(POPMAITMOHHBIX OTHOIICHUH.

6.6. PernamenTanus qoctyna B moMenieHUs

KoMmmnoHeHThl MH()OPMAIIMOHHBIX CHCTEM JOJDKHBI Pa3MeNaThCsl B MOMEMICHHSIX, HAXOASIIUXCS
MOJI OXpaHOW WM HaOJIIOJEHHEM, HWCKIIIOYAIOUIMM BO3MOKHOCTh OECKOHTPOJIBHOIO MPOHUKHOBEHUS B
MOMEIICHUSI TOCTOPOHHUX JIMII U 00ecreurBaloUMM (PU3MUYECKYI0 COXPAHHOCTh HAXOAALIMXCS B
MTOMENICHUH 3alUIIaeMbIX pecypcoB (moxkymeHTOB, APM u T.1m.). YOopKka Takux MOMEIIEHUH JOJIKHA
IIPOU3BOJUTECS B TPUCYTCTBUM OTBETCTBEHHOI'O COTPYIHHUKA, 3@ KOTOPBIM 3aKpEIJIEHbl JaHHBIE



KOMIIOHEHTBI, C COOJIIOJCHMEM Mep, MCKIIOYAIOIKUX JIOCTYNl IMOCTOPOHHUX JMII K 3alUILAacMbIM
MH(OPMALIMOHHBIM pecypcam.

Bce mnocropoHHMe smna JONMycKalOTCs B IMOMELIEHHS € KOMIIOHEHTaMH HWH(QOPMALMOHHOU
CUCTEMBI TOJIBKO B IPUCYTCTBUU COTPYJHUKOB Y IPABICHHUS.

[To oxoHuanuu pabGouero [Hs, IOMEILEHHUs, B KOTOPBIX Pa3MEINAIOTCS KOMIIOHEHTHI
uHpopmannoHubix cucreM MBJIOY  Ne37, nomkHBI 3anmupaThCsl Ha KIIOY, IO BO3MOXKHOCTH
OI1€YaThIBATHCS.

B cinyuyae ocHameHMsT TOMEIIEHUH CpPEICTBAMU OXPAaHHOM CHUTHAIM3AlMM, a TaKXke
aBTOMAaTU3MPOBAHHOM CUCTEMOH MpueMa U perucTpaly CUTHAJIOB OT 3TUX CPE/CTB, IPUEM-Ccllaya TaKUX
MIOMEIIEHUH MO/ OXpaHy OCYILECTBIIAETCS HA OCHOBAHUU CIIELUAIBHO pa3padbaThIBAEMON HHCTPYKIIHH.

6.7. PermameHTanus 10nMycKa COTPYIHUKOB K HCIIOJIb30BAaHUIO HH(OPMAIIMOHHBIX PECYpPCOB

B pamkax pa3pemmTenbHON CUCTEMbI (MaTpPUIlbl) JOCTYIA YCTAHABJIMBAETCS: KTO, KOMY, KaKyIO
MH(OPMAIIMIO U 7Sl KAKOTO BUIA JOCTYIIAa MOKET MPEIOCTaBUTh U MIPU KAaKUX YCIOBHSX.

Jonyck nonp3oBareneil k pabore ¢ MH(OPMAIMOHHBIMU CUCTEMaMHU M JIOCTYIl K MX pecypcam
JOJDKEH OBITh CTPOTO periiaMeHTHpoBaH. JI10Oble M3MEHEHHs cocTaBa M TOJTHOMOYMA IOJIb30BaTENeH
MIOJICUCTEM JIOJIKHBI IIPOU3BOJUTHCS YCTAHOBJICHHBIM HOPSIIKOM.

YpoBeHb MOJIHOMOYMN KaXJOTO MOJIb30BATENsl OMNPENENIeTCs WHIUBUAYalIbHO, COOII0as
clieiyrolye TpeOoBaHMsL:

— K&XJIbI COTPYIHUK IOJIb3YETCS TOJIBKO IMpPEANUCAaHHBIMU €My MpaBaMHM IO OTHOUIEHHIO K
uHpopMalnH, C KOTOPBIMH eMy HeoOxouma paboTa B COOTBETCTBHHU C JIOJKHOCTHBIMH OOSI3aHHOCTSIMU.
Pacmpenue mnpaB gocTtynma M IPENOCTAaBIEHUE JOCTyNa K JIONOJHUTEIbHBIM HH(GOPMAlMOHHBIX
pecypcam, B 00s3aTE€IbHOM TMOPSIIKE, JOJDKHO COIJIACOBBIBATHCA C aJMUHUCTPATOPOM O€30MacHOCTH
nH(pOpMAIHH;

— pykoBogutens MBJIOY Ne37 umeer nmpaBa Ha MPOCMOTP MH(OPMAIMK CBOUX MOAYUHEHHBIX
TOJIKO B YCTAHOBJICHHBIX IIPE/IeNIaX B COOTBETCTBUH CO CBOMMM JIOJPKHOCTHBIMU O0SI3aHHOCTSIMH.

Bcee corpyanuku MB/IOY Ne37 wu oOciyXuBarouiuil nepcoHal, JOHKHBI HECTH MEPCOHAIBHYIO
OTBETCTBEHHOCTH 3a HapyLIEHHs yCTAaHOBICHHOI'O Mopsaka o0paboTKu MH(POpPMaLMK, IPaBUI XpaHEHUS,
HCIOJIb30BaHUS M Mepelaud HaXOSIIMXCS B UX PACHOPSIKEHUU 3alllMIIAEMbIX PECYPCOB CHCTEMBI.
Kaxnplii cotpynHuk (Ipu npueme Ha paboTy) AOJKEH HMOJMHMCHIBAThH 00S3aTEIBCTBO O COONIONEHUH U
OTBETCTBEHHOCTH 3a HapylllEHHWE YCTAaHOBJIEHHBIX TpeOOBaHMU MO coxpaHeHuto mHpopmanuu MBIOY
Ne37.

O6pabotka II/ln B kommoHeHTax uH(popmannoHHbIX cucteM MBJIOY  Ne37  nomxHa
IIPOU3BOJUTHCS B COOTBETCTBHUHM C YTBEPKIECHHBIMHU TEXHOJIOTUYECKUMHU UHCTPYKIIMSIMH.

6.8.  PernmamenTanms mpoueccoB 0OCTYKHUBAaHHUS M OCYIIECTBICHUS MOTU(BUKAIIMH arapaTHBIX
U IPOIPaMMHBIX PECYPCOB

B umemsax mopaepxkaHus pekrMa HHPOPMAIMOHHON O€30MacHOCTH alnapaTHO-IporpaMMHas
KOH(Urypanus aBTOMaTU3UPOBAHHBIX pabOYMX MECT COTPYAHHUKOB YTpaBJIE€HHUS, C KOTOPbIX BO3MOXKEH
JOCTYIl K pecypcaM HH(QOPMAIMOHHON CHUCTEMBI, JOJKHA COOTBETCTBOBAaTh KPYI'y BO3JIOKEHHBIX Ha
JIAHHBIX MOJIb30BaTeNel PYHKIIMOHANBHBIX 0053aHHOCTEH.

B xommoneHTax WH(POPMAIIMOHHON CHUCTEMBI M Ha pPabOYMX MECTax IOJIh30BaTEIEH TOJKHBI
YCTaHABIIMBAThLCS U MCIIOJIb30BAaThCsl JIMIEH3NOHHBIE IPOTPaMMHBIE CPEJCTBA.

6.9. OOecneueHne M KOHTPOIb (HU3MUYECKOH IEIOCTHOCTH (HEM3MEHHOCTH KOH(MUTYpAITUH)
anmnapaTHBIX PECypcoB

O6opynoBanre HH(POPMALIMOHHBIX CHCTEM, HCIONb3yeMOe€ JJs JOCTyla M XpaHEHUS
uHpOpMalUK, K KOTOPOMY JOCTYN OOCITYXHBAIOILEro IMepcoHalia B TMpoIecce 3KCITyaTallud He
TpeOyeTcs, ociIe HalaJOYHbIX, PEMOHTHBIX U UHBIX pPa0OT, CBI3aHHBIX C JIOCTYIIOM K €r0 KOMIIOHEHTaM
JIOJKHO 3aKpbIBAThCSI.

6.10. IloxGop m MOAroTOBKA MepcoHaa, 00ydeHUe MoJIb30BaTeNeH

[Tonmp3oBarenn wuHPOpManMoHHbIX cucteM MBJOY Ne37, a Takke pyKOBOOAIIUNA U
OOCITy>KUBAIOIIUK MEPCOHAN JOJKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IOJHOMOYHH, a Takxke
OpraHu3alMOHHO-PACTIOPSAIUTEIHHOM, HOPMAaTHUBHOM, TEeXHUYECKOU u AKCIUTyaTallMOHHOU
JIOKyMEHTAIMe, orpeesstoniei TpeboBanus 1 nmopsaok oopadorku uHpopmanuu B MBJIOY Ne37.

OGecneyeHue 6€30MacHOCTH MH(GOPMAITUU BO3MOXHO TOJIBKO ITOCJIE BRIPAOOTKH Yy MOJIb30BaTENIEH
OTIpeNICIEHHON KYyJIbTYPHI paboThl, T.€. HOPM, 00S3aTENbHBIX JUIS MCIOJIHEHUS BCEMH, KTO paboTaer c
MHGOPMALMOHHBIMH pecypcaMu YmpasieHus. K TakuM HOpMaM MOKHO OTHECTH 3allpelieHHe JIIOOBIX
YMBIIIJICHHBIX WM HEYMBIIUIEHHBIX JIEHCTBUI, KOTOpbIE HAPYIIAIOT HOPMAIBbHYIO PaboTy KOMIIOHEHTOB
MH(GOPMALIMOHHBIX CHUCTEM, BBI3BIBAIOT JONOJHUTEIbHBIE 3aTPaThl PECYpCOB, HAPYIIAIOT LIETOCTHOCTb



XpaHuMOi © oOpabarpiBaeMOl HMH(POPMAIMK, HAPYIIAIOT HWHTEPEChl 3aKOHHBIX TI0JIb30BaTEleH,
BJIaJICJIbLIEB MJIN COOCTBEHHHUKOB.

Bce nonp3oBatenu nHGOPMAMOHHBIX CUCTEM JIOJKHBI OBITH O3HAKOMIIEHBI C OPTaHU3AIlMOHHO -
pacropsauTeIbHBIME JOKYMEHTaMU 110 obecriedenuto 6e3onacHoct nnpopmanuu (I1/Jn) MBJIOY Ne37,
B YaCTH, WX Kacarolleiics, JOKHBI 3HaTh M HEYKOCHUTENIBHO BBINIOJIHATh MHCTPYKLUUU U 3HATH 0OIIMe
o0si3aHHOCTH 1O obecmeueHnto Oe3onmacHocTu uHpopMmanmu. JloBeneHue TpeOOBaHHMM YyKa3aHHBIX
JOKYMEHTOB JI0 JIMII, JOMYIIEHHBIX K 00pa0oTKe 3amuiaeMoil HHPOpMAaIHH, TOIKHO OCYIIECTBIATHCA
MOJ] POCIIUCH.

6.11. OTBETCTBEHHOCTh 3a HapYUICHHUS YCTAHOBJICHHOTO IMOPSAJKA IOJb30BAaHUS pecypcaMu
MH(OPMALIMOHHON CUCTEMBI

Mepa OTBETCTBEHHOCTH TEpCOHANIAa 3a JCHCTBHS, COBEPILICHHBIE B HAPYIICHHWE YCTAHOBJIEHHBIX
npaBwi obecriedeHust OezomacHOW paboOThl ¢ HHpOpMAIMel, MOJKHA ONpPENeIsITbCsl HAHECEHHBIM
yiepboM, HajaMdueM 3JI0T0 YMbICTIA U JAPYrUMH (pakTopamMu MO yCMOTpeHHI0 pykoBojactBa MBJIOY
Ne37.

Jns peann3anyu MpUHIMIIA TEPCOHATBHOM OTBETCTBEHHOCTHM IOJIB30BATENIEH 3a CBOM JEHUCTBUSA
HEOOXOIUMBI:

— UWHAMBHIYyalbHAas MICHTH(HKAIHSA TOJIh30BAaTENed M WHUIIMUPOBAHHBIX WMH IIPOLECCOB, T.C.
ycTraHoBieHue 3a HUMH uiaeHtudukaropa (login, Username), Ha 6a3e KOTOPOro OyAeT OCYIIECTBISTHCS
pasrpaHMyYeHHE JOCTYIA B COOTBETCTBUU C MIPUHIIUIIOM 0OOCHOBAHHOCTH JIOCTYTIA;

— TMpoBepKa MOAIMHHOCTHU MOJIb30BaTeNel (ayreHTU(UKalK) Ha OCHOBE MMapoJiei;

— peakuus Ha MOMBITKH HECAHKIIMOHUPOBAHHOTO JIOCTYIA (CUTHAIM3AIIMS, OJIOKUPOBKA U T.1.).

6.12. CpencrBa obecnieueHus: 6€30MaCHOCTH HHPOPMAITHHI

Jns  oOecriedennss WHGPOPMALMOHHON OE€30MaCHOCTH HCIIONB3YIOTCA CIEAYIOUINE CPEICcTBa
3aIUTHI:

Ou3nUecKue cpesicTBa 3alUThI

Ousnyeckue Mepbl 3alIUThl OCHOBaHbl Ha MPUMEHEHHWH PA3HOTO poJia MEXaHMYECKUX,
QJIEKTPOHHBIX ~ WJIM  DJEKTPOHHO-MEXaHWYECKHX  YCTPOWCTB W COOPYXCHHH,  CIEIHaIbHO
NpeJHa3HAuYeHHbIX I CO3JaHMs (PU3NYECKUX NPEMSATCTBUI Ha BO3MOXHBIX MYTAX NMPOHUKHOBEHUS U
JOCTYIa MOTEHIMAIBHBIX HAPYIIUTENEH K KOMIIOHEHTaM CHCTEMBI M 3alUIaeMoil HH()OpMaIiy, a TakKe
TEXHUYECKHUX CPEJICTB BU3yaIbHOI'0 HAOIO/ICHHS], CBA3U U OXPAHHON CUTHATIM3ALMH.

Jns oOecneueHus (¢u3nueckoll 0€30MaCHOCTH KOMIIOHEHTOB HH(OPMAIMOHHBIX CHUCTEM
HE00XO/JUMO OCYLIECTBIATh PSJI OPraHU3ALMOHHBIX W TEXHUYECKUX MEPONPHUATHHA, BKIIOYAIOIINX:
IIPOBEPKY 000pYy10BaHMsl, MPEAHA3HAUEHHOTO JIJIsl 00padoTKK HH(OpMaLMH, Ha:

— HaJW4Me CHelHaIbHO BHEJPEHHBIX 3aKJIaHBIX YCTPOMCTB;

— BBEJICHME JIONOJHUTEIbHBIX OTPAHUYEHUH MO JOCTYNY B MOMELICHMS, MpeJHa3HAUYCHHbIE JUIS
XpaHeHus U 00paboTKH HH(pOpMAIUH;

— o0opynoBaHHe cUCTEM MHPOPMATU3AIUHN YCTPOHCTBAMH 3AIIUTHI OT COOEB JIEKTPOIUTAHHS U
MOMEX B JIMHUSX CBS3H.

TexHuueckue cpeicTBa 3aluThl

TexHudeckne (ammapaTHO-TIPOTPaMMHBIE) MeEpHl 3allUTBl OCHOBAHBI Ha WCIIOJB30BaHUH
Pa3IUYHBIX MEKTPOHHBIX YCTPOMUCTB U CIIELUAIBHBIX MPOTPAMM U BBITOJHSIONIMX (CAMOCTOATENBHO HITU
B KOMIUIEKCE C JAPYTUMHU CpeacTBaMu) (yHKIMM 3amuThl (MICHTU(UKALMIO U ayTeHTU(UKALUIO
MOJIb30BaTeNIeH, pasrpaHUMUYEHHE JOCTyNa K pecypcaMm, PEerHCcTpaluio COOBITHH, KpuUnTorpapuieckoe
3aKpbITHE HH)OPMAITUH U T.11.).

C yuerom Bcex TpeOOBaHHMI M MPUHIMIIOB oOecrieueHus: 0e30macHOCTH MH(POPMALUHU 10 BCEM
HAIPABJICHUSM 3aIIUTHI B COCTaB CHCTEMBI 3aIIUTHI JIOJDKHBI OBITh BKITIOYECHBI CIIEIYIONINE CPEICTBA:

— CpeICTBa pa3rpaHUYEHHUs JOCTyNA K JaHHBIM;

— CpEeICTBa PEruCTpallH JOCTyNa K KOMIIOHEHTaM HWH(OPMAIIMOHHON CHUCTEMBI U KOHTPOJIS 3a
HCIOJIb30BaHUEM MH(POpMAIIIH;

— CpeICTBa pearupoBaHUs Ha HApYyIIEHUs peXrMa MH()OPMAIIMOHHONW OE€30ITaCHOCTH.

Ha texnnueckue cpeacTBa 3alIUThl BO3JIAraeTcs pelieHne CIeAYIOMINX OCHOBHBIX 3a/1a4:

— ujeHTUGUKALUI U ayTeHTH(QHUKAIUSA MOJIb30BaTeNIeld MPU MOMOUIM MMEH WIH CleHUalbHbIX
anmnapaTHBIX CPEJCTB;

— periaMeHTanusi ¥ YyIpaBJI€HUE TOCTYIIOM MOJb30BaTeiei B MOMEIIECHUs, K (pusnyeckum u
JIOTUYECKUM YCTPOUCTBAM;

— 3allMTa OT NPOHMKHOBEHHUS KOMIIBIOTEPHBIX BHUPYCOB U Pa3pyIIUTEIHHOTO BO3JACHCTBUS
BPEIOHOCHBIX MTPOTPAMM;



— perucrpanus BcexX ACHCTBUI IMOJIb30BaTeNs B 3alUILNEHHOM >KypHasle, HaJU4Ue HECKOJbKUX
YPOBHEW PETrUCTPaALINH;

— 3alUTa JAaHHBIX CHCTEMbl 3aIIUTHI Ha (DailJIoBOM cepBepe OT JOCTyIa MOJb30BaTEleH, B UbH
JOJDKHOCTHBIE 00513aHHOCTH HE BXOJIUT paboTa ¢ nH(popMaIum, HaxoIAIIelcst Ha HEM.

CpencTBa uaeHTU(UKALUN U ayTeHTU()UKALMY 110JIb30BaTENCH

B nensx mpenorBpamieHust paboThl ¢ pecypcaMd MH(OPMAIIMOHHBIX CUCTEM IMOCTOPOHHUX JIUI]
HE00X0AMMO 00eCIeYUTh BO3MOKHOCTh PAaCO3HABAHMsI KaX/10T0 JIEraJbHOIO MOJIb30BaTeNs (WK TPy
noJjp3oBareseit). s uaeHTHGHUKAIUA MOTYT MPUMEHSATHCS PAa3IMYHOTO POJia YCTPOHCTBA: MarHUTHBIC
KapTOYKH, KJIFOYH, KIIOUEBbI€ BCTABKH, JUCKETHI U T.II.

Ayrentudukanus  (MOATBEP)KICHHE  TOUIMHHOCTH)  MOJb30BAaTElIed  TaKKe  MOXKET
OCYLLECTBIIATHCS:

— IyTeM TPOBEPKM HAIMYMS Yy T[OJb30BaTeNIel KaKUX-TUOO CIENUaTbHBIX YCTPOWCTB
(MarHUTHBIX KapTOYEK, KJIIOUEH, KIFOUYEBBIX BCTABOK U T.1.);

— IIyTeM MPOBEPKU 3HAHMSI UMH MapOJIeH;

— IIyTeM TMPOBEPKU YHUKAIBHBIX (HU3MUECKUX XapaKTEepPUCTHMK U IMapaMeTpoOB CaMHX
M0JIb30BaTENIeH IPU IIOMOIIM CHIELHATIbHBIX OMOMETPUUECKUX YCTPOHCTB.

CpencTBa pa3rpaHH4eHUsI TOCTyTa

30HBI OTBETCTBEHHOCTH U 3371a4ll KOHKPETHBIX TEXHUYECKUX CPEJICTB 3alUThl YCTaHABIMBAIOTCA
UCXOJS U3 MX BO3MOXKHOCTEM M IKCIUTYyaTallMOHHBIX XapaKTEPUCTHUK, OMMCAHHBIX B JOKYMEHTAIlMU Ha
JIaHHBIE CPEJICTBA.

TexHuueckue CpeacTBa pasrpaHUYEHUs JOCTyNa JIOJDKHBI [0 BO3MOKHOCTH OBITH COCTaBHOMU
YaCThIO €IMHON CUCTEMBI KOHTPOJIS 1OCTYIA:

— Ha KOHTPOJIHMPYEMYIO TEPPUTOPHIO;

— B OT/EJIbHBIE [TIOMEILIEHUS;

— K KOMIIOHEHTaM MH(OpMaIMOHHON cpenibl U 31eMeHTaM cucteMsbl 3amuThl [1/[H (pusnueckuii
JOCTYI);

— K HMH(OpMalMOHHBIM pecypcaMm (IOKyMeHTaMm, HocuTeiasM uHdopmanuu, (aiinam, Habopam
JAHHBIX, apXHUBaM, CIIPaBKaM | T.11.);

— K aKTUBHBIM pecypcaM (IpUKJIaJHbIM IpOrpaMMam, 3a/1a4aM U T.11.);

— K OIEpPallMOHHOM CUCTEME, CUCTEMHBIM IIpOrpaMMaM U porpamMmam 3aliuThl.

CpenctBa obecrieueHHst U KOHTPOJIS LIETOCTHOCTH

CpenctBa oOecriedyeHHs] IIEIOCTHOCTH BKJIKOYAIOT B CBOM COCTaB CpeJCTBAa PE3EPBHOIO
KOIIMPOBAHUSA, IPOrpaMMbl AHTUBHUPYCHOM 3alllUThI, IPOrpamMMbl BOCCTAaHOBJIEHUS LIEJIOCTHOCTH
OTIePaIIMOHHOM Cpeibl U 0a3 TaHHBIX.

CpencTBa KOHTPOJIS LEIOCTHOCTH HMH(OPMAIIMOHHBIX PECYpPCOB CHCTEM MpeJHa3HaueHbl IS
CBOEBPEMEHHOI0 OOHApYKEHUS MOIAU(PUKALMN WM HCKaXKEHUS pecypcoB cucTeMbl. OHHU TMO3BOJISIOT
obecreynTh NPaBWIBHOCTh (YHKIMOHMPOBAHUS CHUCTEMbI 3alllUThl M IEIOCTHOCTh XPAaHUMOH H
oOpabaTeiBaeMOM MHGOpMAIUH.

KoHTposb 11e710CTHOCTH MHPOPMALIMU U CPEACTB 3aIIUTHI, C LENbi0 00eCreuyeHnss HEM3MEHHOCTH
MH(OPMALIMOHHON Cpefbl, OMpPENeNIIeMON MPEAyCMOTPEHHOW TeXHOJIOTHEeH O00pabOTKH, W 3alllUThl OT
HECAHKIIMOHUPOBAHHONW MOJU(PHUKAIIMY HHPOPMALIUHU JTOJIKEH 00eCTIeYMBAThCS:

— CpeACTBaMM pas3rpaHUYeHHs] JocTyna (B TIOMEUIEHHs, K JOKYMEHTaM, K HOCHUTENISIM
nH(popMalnH, K cepBepam, JJIOTHYECKUM YCTPONCTBAM U T.11.);

— CpEeACTBAMH IJIEKTPOHHON MOAIHNCH;

— CpeICTBaMM  TMOJCYeTa KOHTPOJBHBIX CYMM (JUII  HCHOJB3YEMOTO0  IMPOrpPaMMHOI0
o0ecrniedeHus).

CpencTBa onepaTUBHOTO KOHTPOJISL M PETUCTPAIIMK COOBITUI 0€301MacHOCTH

CpenctBa 00BEKTUBHOTO KOHTPOJS JOJDKHBI OOecreuynBaTh OOHAPYKEHUE U PErHCTpaIfio BCEX
coObITHI (neiicTBuit mosb3oBarenedd, nomeiTok HCJl u T.m.), KOTOpble MOTYT MOBJE€Yh 3a COOOH
HapylleHne 0e30MacHOCTH M MPUBECTH K BO3HMKHOBEHMIO KPHU3UCHBIX CHUTYyalMil. AHamu3 coOpaHHON
CpeACTBaMHU pErucTpauuyd HHGOPMAIMM TO3BOJISET BBIABUTH (DAKThl COBEPLICHHsS HApYyLICHUH, HX
XapakTep, MOJCKa3aThb METOJ €ro paccieJOBaHUsS U CHOCOOBI INOUCKA HApYLIUTENs U HUCIPaBJIECHUS
cutyauu. CpecTBa KOHTPOJIS U PErMCTPALUH IOJIKHBI ITPEIOCTABIIATH BOZMOKHOCTH:

— BEJCHUS W aHAJIM3a KYPHAJIOB PETUCTPAIIMU COOBITHI 0€30MacHOCTH (CHCTEMHBIX KYPHAJIOB);

— TIOJIyYEHHMsI TBEPIOM KOMUH (TIeYaTH) )KypHaja perucTpaiun coObITHI 0€30MacHOCTH;

— YNOPAJOYECHUS KYPHAJIOB, a TAKXKE YCTAaHOBJICHHS OTPAHUYECHUIN HA CPOK UX XPaHEHUS;



— OIEPaTHBHOTO OTNOBEIICHHUS aIMUHICTPATOpa 0€30MacHOCTH MHPOPMALIUU O HAPYIIICHUSX.

[Ipu peructpamuu coOBITHI 0€30MAaCHOCTH B JKypHaJe JOHKHA (PUKCHPOBATHCS CIEAYIOIIAs
uHpOpMaLUS:

— Jata ¥ Bpemsi COOBITHUS;

— UACHTUDUKATOP CyOBEKTA, OCYIIECTBISIONIETO PETUCTPHUPYEMOE JCHCTBHUE;

— JecTBUE (THI IOCTYIIA).

6.13. KonTtposb 3pPeKTUBHOCTH CHCTEMBI 3aIIUTHI

Kontponb 3¢ ¢pexkTHBHOCTH 3amMThl MHPOPMALUU OCYIIECTBISIETCS C IEJBI0 CBOEBPEMEHHOTO
BBISIBIICHUS ¥ TIPEAOTBPAICHUS YTEUKH WH(POPMAIINHU 33 CYET HECAaHKI[HOHMPOBAHHOTO JIOCTYIIA, & TAKXKe
NPEIYNpPeXACHUST BO3MOXKHBIX  CIEIHAIbHBIX  BO3JACHCTBUN, HANpaBICHHBIX HAa YHUYTOXXEHUE
uHpOpMaIINH, Pa3pylIeHHE CPEICTB HHPopMaTu3anuu. KOHTPOIb MOXET MPOBOJAUTHCS MPUBICKACMBIMH
JUISL ATOH LIeIM OPTaHU3alUsIMH, UMEIOIIUMU JIUICH3HUIO HA 3TOT BUJ JESATEIHHOCTH.

Onenka H(PQPEKTUBHOCTH Mep 3auThl HHGOPMAIMH TPOBOJHUTCA C  KCIOJIb30BaHUEM
TEXHUYECKHX W TMPOTPAaMMHBIX CPEICTB KOHTPOJII Ha TMPEAMET COOTBETCTBUSl YCTAHOBIICHHBIM
TpeOOBAHUSM.
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